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Abstract: To address the limitations of existing stream cipher algorithms in terms of insufficient nonlinearity and
constrained hardware efficiency, this paper proposes a novel “Spinning Top” stream cipher algorithm based on elementary
cellular automata (ECA). The proposed scheme demonstrates significantly higher performance than the standardized ZUC (ZU
Chongzhi) algorithm on hardware platforms while ensuring strong security. For the first time, the concept of resilient chaot-
ic rules is introduced into stream cipher design, jointly achieving balance, correlation immunity, and chaotic behavior. This
ensures that the generated key-stream exhibits excellent statistical properties and high unpredictability. Furthermore, a cycli-
cally embedded three-ECA structure is constructed, which ensures a high non-linearity without relying on S-boxes and with
only limited hardware resources. Analytical evaluation and experimental results show that the proposed algorithm success-
fully passes the NIST SP800-22 and Test UO1 suites, confirming statistical randomness. It also resists distinguishing attacks
and guess-and-determine attacks, while providing both forward and backward security. In terms of performance, on the FP-
GA platform (Zyng-7000/200 MHz), the algorithm achieves a theoretical throughput of 25~40 Gbps, which is 3~5 times
higher than the maximum throughput of 7.1 Gbps achieved by ZUC, with slightly lower resource consumption. This study
establishes a new paradigm for high non-linearity stream cipher design using ECA, and in practice, it offers a low-resource
yet high-security encryption solution suitable for application scenarios such as the Industrial Internet and 6G computing
power networks.
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Figure 2 Structure of the “Spinning Top” algorithm

ERE g

RN INTIIVS T I < S S R B oS £ R ) O 3 e
JZ i

2 T AL A ER L PR AR R R
AR B AN 46 Ak rhoG T R AR T B R
by 1) B I 3 AR e R B A BE IR AR R WD 4R
=~ ECA i Jo MUK 25, [ i 42 dl Bz 2 14 e % JE

L BRI IR 1L ECA (19 3% AR R 5 pes 8 = 44 ) iy =4
JCME 25 ) A ) B9 ECA A A%, =4~ ECA Z Al B AHME
WA TG L — B L A “BE IR AN T O d
A B BRI O 2% 43 L A = A ECA 4T
RS, 1 iy 7 51 2L T 4 1 G P A AN AT N A5
Bl ML o

BHASJZ EA 2 T RE IR TR, RSNk E T
B R, W 3 BTN, Hp A AR 2 S A T R
BRC07 A AR YT e R A 17,
ECA1 #4 ECA2 [ 55 i />0 M b i), 36482 72 v] I A
IR R RANT

Vitt= X L Gy @ [ LYy ) (6)
Horr, x4 BIAR 3 ECAT A ECA2 H 45 i A>T Mg 76
B ZN RS s £, Ff, AR 1 5 2 FR AR A 7R
R, o R (2) o A (6) AT AT, 1+ 1 B 2] ECAL
R AN IR S X 07 i AL 2 i 7, s
RI4> ECA2 55 i A~ e gl 000 1 45l A%, 2, X
o3 £, By S5 R B A ECA2 (955 i AN 70 I Hy #1000 2
P 2 4%, AT 58 BN ECA2 32 4850 0 i 45 1 . #
Ub, B 7 X7 H g AR T e B IR — R
BREBNFREIT %, BERP M =4 ECA 5L
JC IR 25 ) — YR B T, ) B ol i g AR AN U T R A
HARE TR D BEHLT 51

2.2 EiE#ik

AT B 5 A K 256 bit [P T % 4] Key #1128 bit
1 4 1) B IV, A R B =S ECA BY G i 2 8] 45 A
256 PICH . HARMALIZIT AT .

FB1 VIEE LI R ECA AT IR A .
TSR AR U e AT L AR SR R R N
A AR ) g a6 AR R 2, 4N 2 iR .

&2 H T s 11 /N A 32 R 0] 2z R 2 4 e DA /)N
F KA HEF |, 3 22 B0 34 & F 2 51 Class 11T, H4%
TRB AR AL EL AR A A R oA RO 5 A A
SRR T 1 X bR, B AR B 1 B R A L R
WG R PE B R, X — AR S TE 3.3 W R AT A
WEBH . T AR R B AL S AR 1L i
BB H T RCAFE LA B FHAY Fisher-Yates L o

ST T EELE R B AR R RN R
B Key =22 [0] (Y AH S, ] skt ofi 45 5 252 305 4 € R0 0] £ it
A& —EMMEEILYE. TEEENRZELRDN
r_index N AL B 4 R AR i, AR IR 3 s S

BEALSE UG , L R AT = AN 350U N Key
AL = A ECA MM IR IR A . & =4~ ECA 43 51
ECA1.ECA2 ECA3, = # W o RS /0 0 H M & A .
B.C3Hr. LLNECAL R, H A — s 2] i 354G 2



A4 5% : Spinning Top : — LTI A SIFLEY Hr 7

BT 1267

ECAL: i—l

r+an‘?fJ ,
ECA2:
%l H
i ” A
—% =
2 x
11
§ I le— ECA2: | 1
HR | 1 Z]
Hj ECA3:
%)
%
ECA3: I
1 %)
ECAL:
FLmZ) f:a f:a f:s fr'\
+ + - + - ¥
C A
_ 1
= =
FEN28F %

ECATEA 1B 25 AR 45 R4 ECA2 AT
+ 1 % B3R

ECA2RHEECA 1 AR A A7 B I e HURES,  Xbr 1 f2
FIEACHMIBEAT 4% WIECA LA+ 1 255 Te i
RN 17, M5 Z XN FIECA2 1 55 AN T+ 18
Z08 BN 24T 3R AX, 75 U R R L AT AR

X TCMEAT 065 A RS HR AR

1 ZI = AECARI T VIR S & AU HT 58
BB 3R N 200 2 354K

K3 e iR ks AT
Figure 3 Operation of the “Spinning Top” algorithm

R2 EAHMNE

Table 2 Tteration rules

75 1 2 3 4 5 6 7 8

SEACEL | 60 90 | 102 | 105 | 150 | 153 | 165 | 195

i1 ERMNREBEEE

BN Fh 78 Key (256 bit —#EHI%0) =N R— (60,90,
102,105,150,153,165,195]
LS R R
LRIy Fh 2 A1 8 KR WI AR AR5 1] i r_index:
K 4 Key 4% = ZARALKI 532 8 4~ 32 L kil B I e fb o 8 4+
N REHL
r_index < [1, 2, -+, 8]
2. F AR A KX r_index fE3F EL -
fori =8B A2 K Ny-1, 7!
re KO-
Jj<«(rmodi)+1
L5 ) r_index FF YT r_index(i) 5 r_index( )
TERGS
3. & B EELS (9 r_index X R PUTE EL:R" = R(r_index)

PREL F R INT
A, ,=F(A,R)) (7)
Hdr, 4,0 ECA1TESS ¢ AN ZI I JC DR ZS s R R AR
m%ﬁ%ﬁﬁmﬂWﬁR*M£Ll EACHLI . s
Key (1K 128 i 5 IV #4755 5OFAF Sy oo MR 28 ) &
=N ECA W i bt B Ko an s

ECALl:
A=F(Key®IV,R})
Ay=F*([ A(3:256).4(1: 2)|.R})

ECA2:
B=F(A4,®1V,R}) (8)
B,=F>([ B(3:256).B(1:2)].R;)

ECA3:
C=F(B,®1V,R})
C,=F*([€(3:256).C(1:2)].R})

o P2 SRR TR 5 TR 240 256 1K 54, . B, Fl
C, 53 B N W) iR Ak 5E WS ECA1  ECA2 F1 ECA3 () JC i
RE, ARG orERL B 2%002), A
3 AN TR B 326 AR B0 X6 0 4 R3S Key @IV #4734
DL AS 2454 ECA B 00 Ui IR 25 mT LASR 0 A 54 b 48 5
P2 A5 S, A AR 2 o 1 R A2 B R T
DU R THE AL B 8ok 43 Key ATV 19 5
— {57 P BE A% 52 Wi B I A o RS

FHB2 EREH ECARSE . F4 ECA ¥
AN T PR 326 AR D0 47 ), PR P 3 T i, = AN ECA A% AR
FLRS TR A B2 Y . BRI Bk ik 2
FEs

Bk 2 ECAL #2 i] ECAj 4T — R AV Ay i 72,
HA G 2B 1) B Y 2 7 J5 22006 20 326 AR 2 i vh 3 i
ALY B . RIE 20 A4 1R FE Y 2 O Bl L
), i1 SRS B ECA) 24 i A 21 99 i 14 50 A bR 25




1268 H, ¥

EE 2026 4F

&ik2 ECAi(i=1,2, 385 ECAj (j =2, 3, 4)#H4Ti% R

HiZ3 =AECAMTHRREEHFEX

BN+ LI ZIECA Y ICIDRZS I, |, ¢ I 20 ECA)j 1O JE MR ES
£+ LIS 20 ECAj ARG A 2R AR (0, 71} e R
Wt o LIZIECA IR REER T,
LR
L WG A ACHIN I3 T, BEAT— KA ER
(RO, RV {0, 1y 545 /\ A2 — 33 B Mg A /\ 6 28 He )
(2R ARAL)
J—J,(2.3,4,---,255,256,1)
2. T ECA H SR

index_1 < JJ, (09T 3 ATCHMBL—A> 3 £ —HERIE 46
A+ R R+ 1

index_end «— HUJ, i 3 ANTCRMM—A> 3 oL — B,
IFEeA Rt A + 1

J1 < RO(index_1)

Juna < R1(index_end)

3. W AR R T 5
Jo [ 1,012, --,255)]
Iy [4,(2.3,,256). 554 ]
4. EG]:

INDEX 1 +4xJ,+2 xJ,+J,, (T3 T 0z 5)
5. %5 kk=1,2,3, -+, 256) - Ju I EA T A0 R 5

I, (k)=0JUJ,, (k)< RO(INDEX(k)) (RIHC RO HHY %S
INDEX (k) IGE)

B, (k=100 J,, (k)< R1(INDEX(k)) (BRI B R 55
INDEX(k) 16 %K)
6. 2 ECAj I i A3 e i3 58 iUt

PR A~ 2 AR U] 2 ] e, B i 1 A VR Y BE BLE
@ﬁﬁ&zﬂ%%@%ﬂ%*%?4mmﬁm%%
FE—S , N s B IR AR M B . BP0 %
5k 1 — 4002 S0 o = WOE Bk 2 ok s B, HoAk
AN 3 PN .
pZ R SE T VR e e ] e NS 27 B RS
RENZ . X FEFE AR IR 2 a3k 3 i s, B
ECA1.ECA2 Fl ECA3 ¥ [ iy cfi iR & 4, . B, Fl
C..  \WIICHEIERHINE R, BT R ER 4R,
B 4% =S ECA TE 1+ 1 0 20 19 T iR 28 i 47
B4 IR ECA k0 X8 8851 KS,,,, Hik
ARHE I # ph T A7 B RS A 1) = A4S ECA 1 =4
JC M S [ e, X R T 3XORT DA R 55 > R 21
=/ ECAMNERAE . B EE N EF YL
R, DT i 22 AR D0 3% rb B A 10 0 359 e 6% i fit FH 3
HARTERE S & A ECA FT A8 FH i A 3% A0 0] 34 7 78
A, $ v B AN S R O AT I
BRI UG R PR 2 3T
PEIN, B T 5 KR Y B B
Kl 4 hy A kis Ay o A v g i s AR 2 R

AL, DL

BN ECA1 ECA2 FI ECA31E ¢ S ZI A JCHDIRES 4, B, 1 €, AL
MER
it :ECA1 . ECA2 FIECA37E ¢+ | R ZI M oe R4 A4, , B, Al
Ct+1
B BR.
1. B3 ECAT [ TC AR 25

10,7l {R*(D.R*(2)}

,,.J,}1{C. A}

A, A, T 0, ) P R 2 15 8 N — I ZOe RS
2. TP ECA2 E’Jmﬂ@ﬁtz;.

(10,7 {R*(3).R"(4)}

{ t+1° J}<_{Az+1’Bz}

B, AN, . J. 0, r IS 215 8] T —0f 2] ok
3. 3 ECA3 [ ICHIRES:

(10,71}« {R* (5. R (6)}
{,..J,}<1B,.,.C}
C,. A, J,r0,r) 2 58] T —m 2 e RS

Hit4 EEWUEZE
BN TGRS A, B, F1C,, U R
Wit o+ I IS BRREAL L AR B KS,, |, B LS BRI EE R
TR
Lo = A To RS T
FH
INDEX < 1 +4x A, +2xB, ,+C,, (T T HHERHEE)
index < 1+4xA4,,,()+2xB,,,(86)+C,, (171
IR Y55 index MM TC R LA Ry /N —HERIB ML\ T3
VO [ 2 (7 R AL )
2. X TKS,, W5 k(k=1,2,3, -,
KS,., (k)< r(INDEX(k))
3. HUBTE AU K R
# 6 x(t+ )mod 8 =0, temp = R” (r_index)(7E:r_index i FE 1
SR REE))
6 x(t+ hmod 80,11 temp=[ R* (7. R 8. R" (.2, ---,6)]

A RS INDEX 15 314 H 24T

t+1 t+1

256) 1~ L

R’ < temp

5 [7] — i 0] Bt = > ECA DL K fie 2 B i A 8 1k 45 1
P& Hh R Bl e 7 25 [R] (256 A4S Te L) | 9\ Al 26 7 1sf ) A5 £k
(A 300 7)), B (H) & 5 3R Y ai o ik A& “0”
C17) Iz 5 B0 T R 1 35 A e R A, W
BT AR BEALYE
2.3 EiEHHE
2.3.1 BHEEMEXREYE

i B I MR A 1) A A T R A O e 9 M ol T B
B NS AR B IN] (3 0L3% 2) FIFARAIE o

FRAE 2.1 15 % ECA [ #5348 , 78 ECA 19 256 4~ 4K
FL rh, BT B vk ) 2R AR I Cf =701, X



A7 %5 : Spinning Top : — R AL T ML [ SHHLAYHT AL 91 % 55 12 1269

ECA1

50 100 150 200 250
feul L] el

S LUDOWANG i N TSR AN 1 i A B L VMU R & |
LS BE N R S Ak R S L DU SR 4,
AR SCFR K LRI Ay 249 A B O] 38 R e S
A A U] L A R A TR T R B AL . AR Bk b
T A4 /N A B U] 0 T 4 4 R[] s 3 /AN B DU S
F Class T, H 4 R AF A BEHLEE "

T LA B A 1 TR] B 30 48 AR R )Xo 7 ) A J
PRIER A HL A A OC S e Mk IE T R AR

IERR ECA FIFH /AN [R) 26 A% R0 00 1 22 ARk A
AR oR R (2) WA JR BREIGE B30, 3 B2 A7 JK pRER Y 2L
HFRME 3R,

26 3 A1 (5) 3F 50X A\ AN A3 JK bR B Walsh 28
g5 o LS E B 1, AH O G BB ¢ N T AR R bR
B A g L <i<n—1, At n=3, % T i
il 1) ow, VDB EE RN R 1< W, (w) <2, TS
RANFE AR

& 4 AT, NS IR BRAECTE W, (w) = 1 B Walsh
S 4 A O 0, 78 W, (w)=2 I, 3% A8 B0 U 105 F
150 %5 13 45 /K BR B Walsh 728 82 45 AR IH 0. i E
1 ATAT, 33X A\AS A1 R bR BOM C B B R D R 1.
A TR e [ M R R Y A% 3 AR ) T X6F 1 A A K e
B B A G et IS

ol o[BI N e i S AN A v Y b WU VA LI

50 100 150 200 250

50 100 150 200 250

50 100 150 200 250

7% [H] 7]
4 IR REIRT g E i T oT i B shPL S A8 AL R

Figure 4 Spatiotemporal evolution of the cellular automata in the “Spinning Top” stream cipher
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Table 3 Truth tables of the Boolean functions corresponding to the eight

iteration rules
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Table 4 Walsh transform results of the Boolean functions corresponding to the eight iteration rules
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e AR B AL 10 0 LRI (3 15 35
T ), FH 400 2 0 25 B HL KA B e A S G
Rabbit f& Test UO1 H FF I8 — 15 il BE ML EL 4 378 1 7™
M A B 26 0 (L 40 T 703K 48 I
i AL S BT AR A 0 G T A P R A DU BB o 7E Test
U01 Hr 2K 56 1) p {E Y% 78 X 7] [ 0.001, 0.999 | A A
A I T 45 p T 05 1 (/N T 10710) , WA Ky
TG 6 AN i B P AT 2 . AR AR X e i
B W8 B AE AN 6] BE ML R T2 50 T A2 A 25
PEAT T I, s SR an g 6 i .



1272 H + & i 2026 4
%5 NIST SP800-22 Fa#LIE Tz 45
Table 5 NIST SP800-22 randomness test results
i H S 1 S 2 S 3 S 4 S5
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Figure 6  Autocorrelation coefficients for sequences with different seed keys
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Table 7 Information entropy of different key streams
TR | AR 2 B3R SR AR S5 BB 6k TR S8 B9 10K
i} 1 0.999 9 1 1 1 1 1 0.9999 0.999 9 1
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Table 8  Correlation analysis
ST 1w | 2l | B3I | W4l | HSIK | e | BTk | HSK | oW | W10
o ZE4BJE | 0.0005 | 0.0008 | 0.0041 | 0.0008 | 0.0009 | 0.0023 | 0.0040 | 0.0033 | 0.0022 | 0.0080
AHAR T A -
A4Bf% | 0.0017 | 0.0032 | 0.0053 | 0.0070 | 0.0065 | 0.0001 | 0.0032 | 0.0011 | 0.0027 | 0.008 1
AR TR B A — A 0.0034 | 0.0026 | 0.0011 | 0.0026 | 0.0018 | 0.0008 | 0.0006 | 0.0003 | 0.0015 | 0.0006
il 25 A G 0.0006 | 0.0044 | 0.0026 | 0.0043 | 0.0028 | 0.0029 | 0.0055 | 0.0014 | 0.0018 | 0.0023
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Figure 7 GDA process with rule-60 for real-time output integration
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Table 9 Comparison of the “Spinning Top” with other ECA-based stream ciphers
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